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Some of the latest headlines

How communication helps state, local governments prevent and mitigate cyberattacks | Rave Mobile Safety, 05/2022

https://www.ravemobilesafety.com/blog/communication-helps-state-local-governments-prevent-mitigate-cyberattacks/
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Some of the latest headlines (cont.)

Source: Study reveals which U.S. states are most vulnerable to cyber-attacks

https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
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Some of the latest headlines (cont.)

Source: Study reveals which U.S. states are most vulnerable to cyber-attacks

https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
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Some of the latest headlines (cont.)

Sources:
Student, teacher information exposed in PowerSchool software cyberattack
Cyber attack on Harrisburg text alert provider under control

https://www.govtech.com/security/illinois-human-services-breach-compromises-data-of-1m
https://www.dakotanewsnow.com/2025/01/08/student-teacher-information-exposed-powerschool-software-cyberattack/
https://www.dakotanewsnow.com/2025/11/27/cyber-attack-harrisburg-text-alert-provider-under-control/
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Some of the latest headlines (cont.)

Source: Study reveals which U.S. states are most vulnerable to cyber-attacks

https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
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Biggest cyber risks
TO P 5

Ransomware
Remember 

Colonial Pipeline 
in 2021?

Supply chain
Vendor access to 

key systems

Internet of things (IoT) 
& industrial control 

systems (ICS)
New systems introduce 
new problems and risk

Outdated software

Many governments still 
have old “crusty” software

Phishing & social 
engineering
People are the 
weakest link



Internal and external cyber risks
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Internal cyber risks
H O W  I S  Y O U R  I T  T E AM  M AN AG I N G  Y O U R  I N T E R N AL C Y B E R  R I S K S ?

Malicious 
insiders

Software 
development

Network 
security

Vulnerability 
management

User 
authentication

Data 
protection

Technical 
debt

Privileged 
accounts

End-user 
training
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External cyber risks
H O W  I S  Y O U R  I T  T E AM  M AN AG I N G  Y O U R  E X T E R N AL C Y B E R  R I S K S ?

Nation states
Advanced 
persistent 

threats
Social 

engineering

Supply chain 
risk Ransomware System 

integrations

Cloud 
services Malware

Identity and 
access 

management



Cybersecurity trends to consider for 
2026
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As organizations refine their AI strategies to align with governance, risk, and performance goals, 
Info-Tech’s AL Trends 2026 report highlighted five key developments that will influence how 
enterprises deploy and manage AI in 2026:

1. Foundational AI Principles Will Rewrite Organizational DNA
• AI Strategies will be informed by an emerging set of principles.
• Nearly 60% of leaders surveyed by Info-Tech say they will introduce or update AI principles in 2026, and 44% have already embedded Responsible AI 

guidelines into their policy and training frameworks.

2. From copilots to the vibe coding: AI will continue to reinvent IT
• The ecosystem of AI solutions for IT will grow with the introduction of new categories.
• Over half of the enterprises (54%) surveyed by Info-Tech report integrating generative AI into software development workflows, while one in three plan to 

introduce AI-based “vibe coding” or autonomous code generation pilots in 2026.

3. Agnetic AI will come of age and power the exponential enterprise
• Agentic AI will increase in adoption and enable outcomes across the organization, powering, exponential growth and change.
• Sixty-four (64%) of organizations surveyed by Info-Tech are experimenting with agnetic AI for analytics and automation, yet fewer than 25% have 

implemented formal agent monitoring or escalation procedures.

Cybersecurity trends to consider for 2026 (cont.)

Sources:
AI Trends 2026 Report: Risk, Agents, and Sovereignty Will Shape the Next Wave of Adoption, Says Info-Tech Research Group

https://www.govtech.com/security/illinois-human-services-breach-compromises-data-of-1m
https://www.prnewswire.com/news-releases/ai-trends-2026-report-risk-agents-and-sovereignty-will-shape-the-next-wave-of-adoption-says-info-tech-research-group-302617276.html
https://www.prnewswire.com/news-releases/ai-trends-2026-report-risk-agents-and-sovereignty-will-shape-the-next-wave-of-adoption-says-info-tech-research-group-302617276.html
https://www.prnewswire.com/news-releases/ai-trends-2026-report-risk-agents-and-sovereignty-will-shape-the-next-wave-of-adoption-says-info-tech-research-group-302617276.html
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As organizations refine their AI strategies to align with governance, risk, and performance goals, 
Info-Tech’s AL Trends 2026 report highlighted five key developments that will influence how 
enterprises deploy and manage AI in 2026:

4. Risk management will be the price of admission for AI
• Adoption of AI risk management programs will be driven by the potential new risks that AI applications can introduce.
• 68% of leaders surveyed by Info-Tech now identify AI risk governance as their top operational priority, up from 39% last year.

5. AI will hang in the balance between freedom and control
• AI sovereignty is becoming a geopolitical priority as nations pursue local models and data independence.  
• 72% of leaders surveyed by Info-Techy list data sovereignty and regulatory compliance as their top AI-related challenged for 2026, up from 49% last year.

Cybersecurity trends to consider for 2026 (cont.)

Sources:
AI Trends 2026 Report: Risk, Agents, and Sovereignty Will Shape the Next Wave of Adoption, Says Info-Tech Research Group

https://www.govtech.com/security/illinois-human-services-breach-compromises-data-of-1m
https://www.prnewswire.com/news-releases/ai-trends-2026-report-risk-agents-and-sovereignty-will-shape-the-next-wave-of-adoption-says-info-tech-research-group-302617276.html
https://www.prnewswire.com/news-releases/ai-trends-2026-report-risk-agents-and-sovereignty-will-shape-the-next-wave-of-adoption-says-info-tech-research-group-302617276.html
https://www.prnewswire.com/news-releases/ai-trends-2026-report-risk-agents-and-sovereignty-will-shape-the-next-wave-of-adoption-says-info-tech-research-group-302617276.html
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Key AI Risks and Threats to Consider
C Y B E R S E C U R I T Y T R E N D S  TO  C O N S I D E R  F O R  2 0 2 6  ( C O N T. )

Data 
Poisoning

Model 
Inversion

Privacy 
Leakage

Backdoor 
Attack

Evasion 
Attacks

AI-Enhanced 
Social 

Engineering

API Attacks Model 
Poisoning

Hardware 
Vulnerabilities
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Below are five key strategies to consider for minimizing AI threats:

Cybersecurity trends to consider for 2026 (cont.)

1. Data Validation
2. Enhance Model Security
3. Strong Access Controls
4. Regular Security Audits
5. Ethical AI Practices

Sources:
Top 14 AI Security Risks in 2025

https://www.govtech.com/security/illinois-human-services-breach-compromises-data-of-1m
https://www.sentinelone.com/cybersecurity-101/data-and-ai/ai-security-risks/


Benefits of cybersecurity frameworks
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Implementing cybersecurity frameworks and standards offer organizations 
numerous benefits:

Cybersecurity frameworks provide a structured approach to managing 
cyber risks, making it easier for organizations to identify vulnerabilities, 
establish strong security measures and develop response plans.

Benefits of cybersecurity frameworks

1. Improved security posture 5. Improved communication
2. Reduced risk 6. Cost-effective security
3. Enhanced compliance 7. Operational efficiency
4. Increased customer trust 8. Continuous improvement
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Cybersecurity frameworks and standards to know

Payment Card Industry Data Security 
Standard (PCI DSS)

System and Organization Controls 
(SOC) 2®

National Institute of Standards and 
Technology (NIST): AI Risk Management 

Framework (AI 600-1)

National Institute of Standards and 
Technology (NIST):  

800-53, 800-171 and the Cybersecurity 
Framework (CSF) 2.0



Key takeaways
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Key takeaways

Collaboration and 
information sharing

Securing operations 
technology

Employee training 
and awareness

Importance of proactive 
cybersecurity measures

Incident response 
planning



Q&A
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